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Grey-Box Adversarial Attack on Communication
in Communicative Multi-Agent
Reinforcement Learning

Xiao Ma

Abstract—Effective communication is a necessary condition
for intelligent agents to collaborate in multi-agent environments.
Although increasing attention has been paid to communicative
multi-agent reinforcement learning (CMARL), the vulnerability
of the communication mechanism in CMARL has not been
well investigated, especially when there exist malicious agents
that send adversarial communication messages to other regular
agents. Existing works about adversarial communication in
CMARL focus on black-box attacks where the attacker cannot
access any model within the multi-agent system (MAS). However,
grey-box attacks are a type of more practical attack, where
the attacker has access to the models of its controlled agents.
To the best of our knowledge, no research has been conducted
to investigate grey-box attacks on communication in CMARL.
In this paper, we propose the first grey-box attack method on
communication in CMARL, which is called victim-simulation
based adversarial attack (VSAA). At each timestep, the attacker
simulates a victim attacked by other regular agents’ communi-
cation messages and generates adversarial perturbations on its
received communication messages. The attacker then sends the
aggregation of these perturbations to the regular agents through
communication messages, which will induce non-optimal actions
of the regular agents and subsequently degrade the performance
of the MAS. Experimental results on multiple tasks show that
VSAA can effectively degrade the performance of the MAS. The
findings in this paper will make researchers aware of the grey-
box attack in CMARL.

Index Terms—Multi-agent, reinforcement learning, communi-
cation, grey-box attack.

I. INTRODUCTION

ULTI-agent reinforcement learning (MARL) has
achieved promising success in a variety of challenging
domains, including game playing [1], [2], [3], robotics [4], [5]
and secure cooperative networks [6]. Effective communication
is a necessary condition for intelligent agents to collaborate in
multi-agent settings, especially in many real-world scenarios
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where there are a large number of agents [7], [8], [9]. Since
agents can share or exchange information by communication,
e.g., historical knowledge or current observation, intelligent
agents in a multi-agent system (MAS) can obtain more infor-
mation from communication and perform better than those
without communication. Researchers have recently proposed
many methods for communicative multi-agent reinforcement
learning (CMARL) [2], [10], [11], [12], [13], [14], [15], [16],
[17], [18], [19], [20], [21], which are called CMARL methods.
These CMARL methods have shown good performance.
Although these CMARL methods have achieved promising
successes and have been widely used in many applications,
it has been found that when the trained CMARL models
are deployed in real-world applications, the communication
mechanism in CMARL methods is vulnerable [21], [22] and
easy to receive the attacker’s attention [23]. Attackers are
capable of gaining control over agents, which typically become
malicious after being controlled. By manipulating the con-
trolled agents, attackers can disrupt the collaboration among
agents by sending adversarial communication messages. To
illustrate the impact of such attacks, we use a warehouse
robotic coordination system as an example, where each robot
often has a limited observation range. In a large warehouse,
multiple robots are responsible for picking up items from
shelves and delivering items to designated locations. These
robots need to communicate with others to make up for the
lack of observation range and avoid collisions. However, when
a robot is controlled by an attacker, it can generate and send
adversarial communication messages to other robots. Even
though these messages are adversarial, other robots might
perceive them as regular communication messages. This can
result in non-optimal actions that bring potential risks to the
robots and the overall warehouse robotic coordination system.
Hence, studying the adversarial attack on communication
in CMARL methods has become necessary to ensure the
robustness and safety of CMARL in practical applications.
In machine learning and cyber-security, adversarial attacks
can be divided into three categories: white-box attacks, black-
box attacks, and grey-box attacks. White-box attacks occur
when the attacker has full knowledge of the system, such
as all models. In contrast, black-box attacks do not have
any system knowledge. Grey-box attacks are somewhere in
between white-box attacks and black-box attacks, with the
attacker having only partial knowledge of the system, such
as a subset of all models. Grey-box attacks are more practical
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than white-box attacks and have stronger attack capabilities
than black-box attacks. Grey-box attacks have been exten-
sively studied in multiple domains, including computer vision
[24], natural language processing [25], and financial trading
systems [26]. A typical class of grey-box attack methods is
transfer-based attacks [27], [28], which exploit the transfer-
ability of adversarial examples between models with similar
architectures.

As for the design of an adversarial attack on communication
in the domain of CMARL, to the best of our knowledge, there
exists only one work [23], called model-based message attack
(MA). MA [23] focuses on the black-box attack in which the
attacker cannot access any model within the MAS and learns
an adversarial policy model to generate malicious messages
that minimize negative team rewards. However, in real-world
applications, it is easy for attackers who have gained control
over an agent to access the model of their controlled agent.
This is because, in some applications, an attacker might have
access to the model of its controlled agent through granted
permissions (e.g., for debugging or behavior tuning). In addi-
tion, sharing their models in the MAS, especially collaborative
MAS, might be helpful for the whole MAS’s coordination,
which also increases the probability of access to the model of
its controlled agent for the attacker. Hence, although grey-box
attacks on communication in CMARL methods are practical
and grey-box attacks have attracted a lot of attention in
multiple domains, to the best of our knowledge, no research
has been conducted to investigate the grey-box attack on
communication in CMARL methods.

In this paper, we propose a novel and effective grey-
box attack method on communication in CMARL, which is
inspired by the following Chinese proverb,

“Employing an adversary’s own techniques to achieve
attack.” -Zhu Xi.

This novel grey-box attack method is called victim-
simulation based adversarial attack (VSAA). The main
contributions of this paper are listed as follows:

o To the best of our knowledge, VSAA is the first grey-box
attack method on communication in CMARL.

e In VSAA, the attacker adopts a victim-simulation
approach by simulating the controlled agent as a vic-
tim subjected to its received communication messages.
By generating adversarial communication messages, the
attacker disrupts the collaboration among the agents in
the MAS.

e We propose multiple variants of VSAA under different
norms, including €;-norm, ¢;-norm, and {.-norm.

o Experimental results show that VSAA can effectively
degrade the performance of the MAS on multiple tasks.
Even if the MAS system has a defense mechanism, VSAA
is still effective.

o The findings in this paper will make researchers aware of
the grey-box attack in CMARL.

The remainder of this paper is organized as follows.
Section II gives an introduction to the related work. Section III
introduces the notations and definitions of different attack
modes on communication in CMARL, including white-box
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attack, black-box attack, and grey-box attack. Section IV
outlines the essential criteria that a practical attack method
on communication in CMARL should fulfill, delves into the
challenges of designing a grey-box attack on communication
in CMARL, and introduces the proposed VSAA method. To
evaluate the effectiveness of the VSAA method, experimental
studies are conducted in Section V. The conclusion is given
in Section VI.

Please note that a shorter conference version (2 pages)
of this paper appeared in [29]. Our initial conference paper
provided only a preliminary discussion of the effectiveness of
VSAA. In this paper, we conduct a detailed analysis of the
related work, thoroughly explore the essential design criteria
and challenges inherent in crafting a grey-box attack method
on communication in CMARL, and dissect the inspiration
behind our method, providing an intuitive illustration of its
rationality. We also propose distinct variants of VSAA under
different norms. In the experimental section, we deliver a
more comprehensive analysis, including a didactic example,
experimental results on more tasks, a sensitivity analysis of
hyper-parameters, and an extensive discussion about defense
mechanisms.

II. RELATED WORK
A. CMARL Methods

Communication can help agents to cooperate toward com-
mon goals, especially in a cooperative and partially observable
setting. Through communication, agents can share information
among agents to obtain global information. Hence, learning
to communicate is an active area in MARL, and researchers
have recently proposed many methods for CMARL. According
to message addressing, the existing CMARL methods can be
divided into three categories, including broadcasting, targeted
communication, and networked communication [30].

Broadcasting means that communication messages are sent
to all agents. In other words, each agent sends messages and
receives other messages from all other agents. R(D)IAL [16]
sends communication messages by using a discrete commu-
nication channel to achieve communication among agents. In
contrast, CommNet [10] chooses a continuous vector channel
and allows agents to calculate the sum of communication
messages they receive. Due to the success of CommNet,
CommNet has been adopted as the backbone of many works
[14], [15], [20], [23]. Broadcasting is simple and effective,
but its communication efficiency has a lot of space for
improvement.

Targeted communication and networked communication
are proposed to improve communication efficiency. Targeted
communication means that agents can decide communica-
tion time, communication content, and agents that need to
communicate. ATOC [17], VAIN [14], TarMAC [15], and
IC3Net [20] all utilize an attention mechanism to achieve
a targeted communication topology. Among these works,
VAIN, TarMAC, and IC3Net can be seen as extensions to the
CommNet. Furthermore, some works [2], [21] learn to send
succinct messages to overcome the limitation of communica-
tion bandwidth. Networked communication means that agents
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communicate with their neighborhoods in the network [11],
[12], [13]. Although networked communication can improve
the communication efficiency of MASs, agents in the MAS
need to predefine their neighborhoods. Therefore, broadcasting
and targeted communication are still simple and widely used
communication mechanisms in real-world scenarios.

B. Adversarial Attacks on Communication in CMARL

As promising progress has been achieved in CMARL,
increasing attention has been paid to its potential vulnerabil-
ities. It has been found that the communication mechanism
in the CMARL method is fragile [21] and susceptible to
some external impacts [22], [23], [31], notably drawing the
attention of potential attackers. Hence, the attack on commu-
nication mechanisms in CMARL has attracted some attention
from researchers. In [32], researchers focus on the natural
emergence of attack. In [33], researchers are concerned about
the vulnerability of communication mechanisms when there
is a central control to communicate with other agents. How-
ever, these works do not specifically focus on the design of
adversarial (malicious) communication messages in CMARL.
Another study [23] proposes a black-box attack method,
MA, on communication messages where attackers cannot
access any model within the MAS. In MA [23], attackers
generate adversarial communication messages by collecting
all agents’ interactive data with the environment rather than
using the model. From the perspective of attackers, collecting
uncontrolled agents’ interactive data with the environment is
not practical. In contrast, attackers can easily access their
controlled agent’s data, including its model and interactive
data with the environment. This type of attack, which can
utilize the model of their controlled agent, is called the
grey-box attack. Although grey-box attacks are more prac-
tical than black-box attacks, no works have studied grey-box
attacks on communication in CMARL. This motivates us to
study grey-box attacks on communication in CMARL like
VSAA.

C. Defending Against Adversarial Attacks on
Communication in CMARL

In recent years, researchers have begun to pay attention
to defending against adversarial attacks on communication
in CMARL. The work in [34] introduces the Theory of
Mind as a rationalization of other agents’ behaviors through
observed actions to determine the trust beliefs of other
agents’ communicated messages. However, in MAS, the
characteristic of partial observation might make agents hard
to observe other agents’ actions, which limit the application
of this work. In [35], researchers focus on adversarial
communication in the training phase to update the learning
parameter effectively. Message re-constructor (MR) defense
method [23] utilizes the model of message re-constructor
to construct the communication messages. However, since
attackers can access the model for grey-box attacks, attackers
can easily prevent their generated communication messages
from being reconstructed by utilizing the model of message
re-constructor. That is to say, the MR defense method is
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infeasible under grey-box attacks. As for ablated message
ensemble (AME) [36], it uses random k-sample messages to
learn a message ablation policy during the training phase, and
the message ablation policy can defend against communication
attacks during the evaluation phase. Under grey-box attacks,
AME is a potentially feasible defense method, and we will
discuss its feasibility in the following section.

III. PRELIMINARIES

A. Notations

We model a communicative multi-agent task as a decen-
tralized partially observable Markov decision process (Dec-
POMDP) [37] with communication, which can be defined by a
tuple G = (N, T,S,0,A,P,R,Z M,n,y). N ={0,1,2,...,n—
1} is the finite set of agents. T is the episode time horizon.
Here, we take the timestep ¢ € {1,...,7} as an example. At
timestep £, s, € S is the true state of the environment. Each
agent i € N has its own local observation ogi) € O, which
is drawn from the true state s, according to the observation
function Z(s;,7). Agent i sends its communication message
mﬁ’) € M to other agents —i, where M C RP denotes the
communication message space and —i = N'\{i} denotes the set
of other agents except agent i. Agent i receives communication
messages m;’ = {mf’)l J € —i} from other agents. Based on
its partially observable state oﬁl) and received communication
messages m;, ', agent i selects an action aE’) € A guided by
the policy 7l'g/.(d|0§i), m;"). Here, A represents the action space,
6; € O corresponds to the model parameter of agent i, and ®
represents the model space. All agents’ actions form a joint
action a; = {aﬁi)li € N}. Please note that the communication
mechanism is synchronized. At timestep ¢, all agents have
received all communications from timestep 1 to timestep #— 1.
The joint action a, causes a transition on the environment
according to the state transition function P(s;41|s;,a,) and
results in a shared reward r, = R(s;,a;). At the end of the
episode, we have T = (sy,01,ay,71,..., 7,07, 4T, IT).

In all CMARL methods, the goal of all agents is to find
their optimal policy {mg:(alo”, m™)li € N} by maximizing
the total expected shared return Zthl ¥~ 'r,, where y € [0, 1]
is a discount factor. After the training process of CMARL
methods, agent i will be deployed with the corresponding
trained policy 7g: (alo”, m™) with the model parameter 6;. The
attack on communication in CMARL typically occurs when
the model of trained policies has already been deployed in the
real environment.

The attackers aim to degrade the performance of the MAS
by sending adversarial messages to other agents. In this paper,
the agent controlled by attackers is called malicious agent.
B C N is the finite set of malicious agents with a size of b,
where 0 < b < n. Please note that b = 0 means that there
is no malicious agent in MAS. The agent not controlled by
attackers is called regular agent, and R = N — B is the finite
set of regular agents with a size of n — b. At each timestep ¢,
a malicious agent i € B sends the adversarial communication
message ﬁzg’) to other agents —i. On the other hand, a regular
agent i € R sends the true communication message mﬁi). We
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Fig. 1. Models that are accessible and inaccessible to the attacker in MAS
for different attack modes. Without loss of generality, we assume agent 0 is
malicious (controlled by an attacker) and other agents are regular.

formally denote the communication message sent by agent i
at timestep ¢ as ﬁzﬁ’). Hence, we have:

AU

PRONN LS if agent i € B is malicious, 0
! m”, if agent i € R is regular.

B. Attack Modes

In the MAS, an agent’s data encompasses both its interactive
data with the environment, e.g., observations and actions, and
its model. Depending on whether the attacker can access the
models within the MAS, we divide attack modes into three
categories:

e White-box attack: The attacker has complete access to all
agents’ models within the MAS.

e Black-box attack: The attacker cannot access any agent’s
model within the MAS.

e Grey-box attack: The attacker can only access the models
of the agents it controls.

White-box attacks are the most powerful attacks since the
attacker has complete knowledge about all models within the
MAS. However, white-box attacks are also the least realistic
attack in practice [23], [38]. In fact, white-box attacks can
be viewed as a special case of grey-box attacks, where the
attacker controls all agents in the MAS. For black-box attacks,
the attacker does not have direct access to any agent’s model.
As a result, the attacker might need to rely on alternative
sources of data to generate effective adversarial messages for
degrading the performance of the MAS. For instance, in MA
[23], the attacker must collect all agents’ interactive data with
the environment. Hence, the practicality and attack capability
of black-box attacks are limited by how they are employed.
Grey-box attacks are more practical than white-box attacks and
have stronger attack capabilities than black-box attacks. When
the attacker successfully controls an agent, the attacker can
easily access the model of this controlled agent. Please note
that other uncontrolled agents’ models still remain invisible to
the attacker. We also assume that the attacker can easily access
data from the agents under its control. While this assumption
might seem strong, it is weaker than that in black-box attack
methods (e.g., MA) and aligns with many real-world MASs in
which data encryption might be absent, weak, or vulnerable.
Furthermore, even though data encryption can provide a cer-
tain level of security, it is not foolproof. Attackers can exploit
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weak data encryption or other vulnerabilities to access data.
Therefore, this assumption lays the foundation for designing
attack methods while acknowledging the potential for future
work to explore more secure data encryption methods or
settings. In Figure 1, we summarize the difference among
these three categories of attacks. To the best of our knowledge,
no works have studied grey-box attacks on communication in
CMARL. Hence, we focus on the design of the grey-box attack
in this paper.

C. Fast Gradient Sign Method

Fast gradient sign method (FGSM) [39] is a widely applied
adversarial attack technique. It leverages gradient information
from the model to create adversarial perturbations by adding
slight changes to the inputs. Given a model’s loss function
V(x,y;0), where 6 represents the model parameters, x is the
input, and y is the true label of the input x. Here, we take
{~-norm as an illustration. Under {.-norm, FGSM generates
adversarial examples using the following formula:

Xady = X + € -sign(V,.V(6, x,y)),

where x,qy is the adversarial example generated. V,V(6, x,y)
is the gradient of the loss with respect to the input x and is
called perturbation. € is a constant that controls the magnitude
of the perturbation. sign(-) represents the sign function. By
introducing perturbations in the direction of the gradient’s
sign, FGSM maximizes the loss function, thereby increasing
the likelihood of misclassification.

IV. METHOD

In this section, we outline the design criteria that a practical
attack method on communication in CMARL should fulfill.
We then delve into the challenges in designing a grey-box
attack method on communication in CMARL that satisfies
these criteria. Lastly, we propose VSAA, a simple yet effective
grey-box attack method on communication for CMARL.

A. Design Criteria for Attack Methods

In CMARL, attackers aim to degrade the performance
of MAS by imperceptibly sending malicious communication
messages. It is necessary to improve the practicality of the
attack method adopted by attackers. Hence, the attack method
on communication in CMARL needs to meet the following
criteria:

(1) Byzantine fault tolerance: Attack methods can maintain
their effectiveness even if other malicious agents are
corrected and unable to send malicious communication
messages.

(2) Imperceptible difference: Attack methods should ensure
that the difference between true and malicious messages
is imperceptible.

(3) Masquerade as regular agents: Malicious agents con-
trolled by attackers should still take optimal actions
and behave consistently with regular agents to evade
suspicion besides sending adversarial communication
messages.
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The first criterion is inspired by byzantine fault tolerance in
distributed computing [40], [41]. The criterion of byzantine
fault tolerance ensures that the attack method can handle
failures and maintain its effectiveness even when other mali-
cious agents are corrected. When the difference between true
and malicious communication messages is large, humans can
identify the attacker. Hence, we need the criterion of imper-
ceptible difference. This criterion can enhance the stealthiness
of the attack method and then enhance the practicality of the
attack method. Furthermore, the third criterion ensures that the
attack method cannot influence the malicious agent’s actions,
which makes it difficult for humans or other agents to detect
their malicious intent solely based on observed actions. In a
word, these design criteria are crucial for the practicality and
effectiveness of attack methods on communication in CMARL.

B. Challenges

After the MAS is deployed with pre-trained models, attack-
ers aim to make malicious agents send malicious messages,
causing other agents to take non-optimal actions. We also
find that the effectiveness of using random perturbations
as an attack method to generate adversarial communication
messages is typically limited, as shown in Section V-C.
This highlights the necessity of designing an effective grey-
box attack method to generate adversarial communication
messages.

In an ideal case, malicious agent i € B has knowl-
edge of how its true message mgi) affects other agents’
actions {ﬂg;(aloﬁj),mﬁ'),m;j\[”)lj € —i} at timestep . Based
on this knowledge, malicious agent i can generate a corre-
sponding adversarial communication message ﬁ1§i> to prevent
other agents from taking optimal actions. However, it is
hard for the malicious agent to know how its true mes-
sage affects other agents’ actions. Here, we consider a
MAS with three agents, where agent 0 is malicious due to
being under the attacker’s control, while agents 1 and 2
are regular. At each timestep #, agent 0 expects to know
{ﬂgT(alogl),mgo),mgz)),ﬂgz(aloﬁz),mgo),mﬁl))}, which can reflect
the effect of the true message m§°) on other agents’ actions.
Leveraging this knowledge and the true message m§°>, the
attacker generates corresponding adversarial message rhgo).
This ideal case is depicted in the left part of Figure 2. However,
achieving this ideal case meets several challenges in designing
a grey-box attack method on communication in CMARL,

shown as follows:

(1) Deadlock occurrence: Deadlock occurs when the b > 1
malicious agents need the current timestep’s communi-
cation messages to construct the malicious communica-
tion message. Here, we also take the above MAS with
three agents as an example and assume that there are two
malicious agents, agent O and agent 1. While generating
their adversarial communication messages, malicious
agents 0 and 1 both require receiving messages from
other agents. Specifically, malicious agent O requires
receiving the message 77, ' to generate ﬁ1§0), but the
generation of mﬁ” also relies on ﬁzﬁo). Consequently, the
generation of adversarial communication messages for
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Agent 1 &

“{ Agent1

—
-+ Unsuccessfully generated and sent

3 successfully generated and sent

Fig. 2. The communication process in a MAS with three agents. (Left)
The communication process when agent 0 is malicious (b = 1). (Right) The
communication process when agent 0 and agent 1 are malicious (b = 2). The
solid arrow represents the corresponding message that has been generated and
sent. The dotted arrow represents the corresponding message that has not been
generated and sent.

these two malicious agents gets stuck in a deadlock sit-
uation, as shown in the right part of Figure 2. When the
MAS is stuck in a deadlock, malicious agents stop taking
any action that deviates from regular agents’ behavior,
which fails to meet Criterion 3. Please note that introduc-
ing additional communication between malicious agents
to avoid deadlock is not feasible as it would make
a detectable difference between malicious and regular
agents.

(2) Inaccessible to other agents’ data: In real applications,
the attacker who controls malicious agent i € B does
not have direct access to other agents’ data, including
their models and interactive data with the environment.
Hence, the malicious agent { € B is hard to know
how its true message mﬁi) affects other agents’ actions
{ng?(alof"'),mgo,m,_‘i\(i})lj € —i} at any timestep f. As
a result, the attacker cannot generate a corresponding
adversarial message ﬁ1§i) to degrade the performance of
the MAS by making others take non-optimal actions.

C. VSAA

In this section, we present the details of VSAA and show
that VSAA can satisfy the design criteria and solve the
challenges.

1) Using Outdated Messages: Intuitively, when two
timesteps t and #; < ¢ are close, the communication messages
mﬁi) and mgf) generated by any agent i € A have certain
similarities in most cases. Following [42], we assume that the
parametric policy my, is differentiable and [,-Lipschitz. That
is to say, for any i € N, 0” € 0, a € A, m™ ¢ M"!
and 6; € O, there exists a universal constant [;, such that
|V76,(alo®, m™)|| < L. This assumption can be easily satisfied
by many common types of policies, e.g., soft-max [43],
[44] or neural networks with Lipschitz and smooth activation
functions [45], [46], [47]. Hence, there exists

g, (alo’, ;") = 7, (alo}, m; )| < Ll ,

Yitt <ta, 2)

where d\) = |lm;’ - m;'||. This implies that if the value of d

is small, the action taken by agent i will not be changed with
a large possibility.

Motivated by this, we propose to use outdated yet received

messages at the previous timestep ¢ — 1 to approximate

the optimal action at each timestep ¢, which successfully
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avoids the occurrence of deadlock (Challenge 1). Please
note that because the communication mechanism is synchro-
nized, the interaction with the environment at each timestep
is independent. Hence, multiple interactions over multiple
timesteps with the environment do not result in interference
among malicious agents. Formally, when the MAS has been
deployed with the pre-trained policies {rrg:(alo”, m™)|i €
N}, we can use argmax, g (alo(’) 7)) to approximate
arg max, 7y (a|0§’), m;") at timestep ¢ for each agent i € N.

2) Victim Simulation: Even though the deadlock occurrence
can be avoided by using outdated messages, the inability
to access other agents’ data still hinders the design of an
effective grey-box attack on communication for attackers.
Prior works [39], [48], [49] have demonstrated that some
adversarial attacks generated for one model might also induce
classification errors in another model as well, and such prop-
erty is referred to as transferability [50], [51], [52]. Here,
the MAS has been deployed with the pre-trained policies
{rg:(alo®”, m™")|i € N'}. Specifically, when agent i € \ receives
an adversarial communication message, i.e., M, j € —i, the
action taken by agent i would deviate from the optimal action,
shown as follows:

arg max mg: (alo(i), Y, m_i\{j])
a

# arg max 7rg; (alo®, mV, m~\Uh,

Based on the transferability of adversarial attack, m") not
only maliciously interferes with agent i’s action but also
maliciously interferes with other agents’ actions. This moti-
vates us to propose a victim-simulating scenario, where
malicious agent i € B is a simulated victim attacked by
its received communication messages i~ and then generates
its adversarial communication message. The idea behind this
victim-simulating scenario is also inspired by the proverbial
concept of “employing an adversary’s own techniques to
achieve attack.” That is to say, the malicious agent regards
other agents as adversaries, constructs adversarial communi-
cation messages sent by adversaries, and then employs them
to generate its adversarial communication message (attack).
Please note that assessing the model similarity between the
malicious agent (simulated victim) and other agents is a
difficult problem for researchers, which might impact the
performance of the proposed VSAA. However, almost all
CMARL methods adopt parameter sharing, which could help
MAS training and alleviate this problem.

In this victim-simulating scenario, the first objective of
the malicious agent i € B is to construct the adversaries’
adversarial communication messages. Hence, the malicious
agent i € B tries to generate perturbations on the adversaries’
communication messages ' with the intention of causing
itself to deviate from its optimal action. The optimal action of
the malicious agent i at timestep 7 is arg max, 7y (a|0§i), .
As discussed in the above Section IV-B and Section IV-C1,
we use ﬂg;f(a|0§i), ﬁzt‘fl) to approximate g (alog’), n, ~1) to avoid
the deadlock occurrence and the approximate optimal action
of malicious agent i € B is denoted as a A(’) , shown as follows:

&5")’ = arg max g (o, ,m 1) 3)
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As a victim, malicious agent i € BB simulates a scenario
in which its optimal action is maliciously influenced by the
received communication message 7, . For each agent j € —i,
the attacker introduces a cost function to perturb the received
message 7/1/_, and then generates a perturbation on /. The
cost functlon for the agent j € —i is formally shown as follows:

0, m, in

=—§:paomgm4ﬂJ% m, i\, )

acA

—l\‘] A(l)* 9)

where p(a) is given by

@=L ifa=a’, )
a) =
P 0, otherwise.

Although our method can be combined with different tech-
niques for crafting adversarial examples, we choose FGSM
[39] for efficiently generating adversarial examples as an
illustration. Here, we take the generation of perturbation on
the communication message from agent j € —i, n%ff)l, as an
illustration. By minimizing and linearizing the cost function
(4) around mﬁ’)l, the optimal perturbations under different
norms ({o-norm, £1-norm and £,-norm) around 77 (j) are shown
as follows:

e {,-norm:

' = sign(grad, ), (6)

where grad, ;, is defined as follows:

3J(o",mD, i 0 ™ 07

grad; ;, = 0 @)
mh =]
e {;-norm:
'’ =D- €f(grad, ;) (8)
where grad, ;, has been defined in (7). D is the dimension

of the communication message space. ey is a vector with
a 1 in the f(grad, ;,)-th coordinate and zeros elsewhere.

f(grad, ;;) = argmaxgl[grad; ls,1 < d < D and
[grad; ;,]q 1s the d-th coorinate of grad, ;,
e {>-norm:
i grad;
' = D = ©)
||grad,-,j,t||2
where grad, ;, has been defined in (7) and D is the

dimension of the message space.

Given the norm type for the perturbations mentioned above,
malicious agent i € B can generate adversarial communication
messages {mﬁj)1 + en™|j € —i} for adversaries, where € > 0 is
a constant. Based on the transferability of adversarial attacks,
malicious agent i can choose one of these adversarial messages
as its message and send it to other agents. Although this
way can also achieve the aim of degrading the performance
of MAS, the difference between true messages and mali-
cious messages might be perceptible, which would violate
Criterion 2.
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Fig. 3. The generation process of adversarial communication messages by
VSAA. Best viewed in color.

3) Generation of Adversarial Communication Messages:
As analyzed above, malicious agent i € B can obtain n — 1
candidate perturbations {nﬁ’*{)| Jj € —i}, given the norm type. The
communication message ﬁzii)l contains the learned information
by the agent j, e.g., its historical knowledge and its observa-
tions at timestep 7 — 1. 7, as the perturbation of message
!, might be used to destroy the learned information by the
agent j. Hence, for the malicious agent i € 3, adding these
perturbations to its true messages can not only interfere with
other agents’ actions but also make adversarial communication
messages imperceptible. We propose to use the mean of the
candidate perturbations to aggregate these perturbations, which
is defined as follows:

, 1 -
@) _ (%)
n = n_1 E no.

Je—i

(10)

The adversarial communication message mﬁ’) generated by
malicious agent i € B under different norms is shown as

follows:

e {,-norm: . . ‘
A = m® + e.sign(n”); (11)
e {;-norm: ' '
ﬁ’lgl) = mgl) +eD - ef(ng,-)); (12)
e {)-norm:
) ) ]
i = m? + e VD (13)

175”112

Here, €., > 0, ¢, > 0 and & > 0 are constants, which control
the magnitude of perturbations. Subsequently, malicious agent
i sends ﬁaﬁi) to others.

Please note that when multiple attackers occur simultane-
ously and adversarial communication messages from malicious

4685

Algorithm 1 Victim-Simulation Based Adversarial Attack
Under {.-Norm
// Take malicious agent i € 3 as an example.
1: Initialize the pre-trained policy my:, received messages

my' =0, €x;
2. fort=1,...,T do
3: Observe oﬁi) and compute the true message mgi);
4: Compute the approximate optimal action &f’)’* accord-
ing to (3); N
5. Compute candidate perturbations {r{"”|j € i} accord-
ing to (6);

6: Aggregate candidate perturbations according to (10)
and then get r]fi);

7: Generate the adversarial message ﬁéi)
(11);
Send the adversarial message mﬁ” to other agents —i;
Receive communication messages #z;’ from other
agents —i;

10: Compute and then execute
arg max, mg: (alogi), ﬁt,‘i );

11: Receive the reward r; from the environment;

12: end for

according to

the optimal action

agent i are generated by its received adversarial communica-
tion messages from other malicious agents, these adversarial
communication messages are still different from true com-
munication messages and can still mislead regular agents.
Figure 3 summarizes the generation process of adversarial
communication messages by VSAA. Algorithm 1 presents the
procedure of VSAA under {.-norm when taking malicious
agent i € B as an example.

V. EXPERIMENT

In this section, we evaluate our proposed attack method,
VSAA, on multiple tasks.

A. Experimental Setup

1) CMARL Methods: Following [23], we choose three
CMARL methods, including CommNet [10], TarMAC [15]
and NDQ [2]. These CMARL methods are used to obtain the
policies deployed in the MAS. Here, we briefly introduce these
three CMARL methods and their training details, shown as
follows:

e CommNet [10]: CommNet is a widely used CMARL
method. Each agent can use the average of incoming
messages sent by other agents and learn to coordinate
with other agents. The dimension of communication
messages is 128. The other training hyper-parameters can
be found in the original paper [10].

e TarMAC [15]: TarMAC is an extension version of Comm-
Net. TarMAC adopts a signature-based soft-attention
mechanism to allow agents to pay different attention to
different incoming communication messages. The dimen-
sion of the message signature and the message query
is 32. The dimension of messages is 128. The other
training hyper-parameters are also the same as those in
CommNet [10].
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TABLE 1

CONFIGURATIONS OF DIFFERENT TASKS ON THE
PREDATOR-PREY ENVIRONMENT

Tasks PP-2 PP-3 PP-7 PP-10
Number of agents N 2 3 7 10
Dimension of grid U 3 5 10 10
Vision v 0 0 1 1

Maximum episode step T’ 10 20 40 40

e NDQ [2]: NDQ uses variation inference to decide what
is contained in the message and whether the message is
sent to other agents. NDQ can achieve good performance
even if part of the communication messages has been
cut off. The implementation of NDQ is based on the
PyMARL [53] framework. Following the original paper
[2], we adopt the default network structure and hyper-
parameter settings of QMIX [54], unless otherwise stated.
The dimension of communication messages is set to 3.
We cut off 80% of messages according to the means of
distribution during the evaluation phase.

For each CMARL method, we train all tasks for 20 million
timesteps and obtain five shared policies' using five random
seeds on each task separately. Please note that these shared
policies are obtained without the intervention of malicious
agents. When malicious agents are introduced, agents do not
continue to refine their policies. These trained policies have
been deployed in the MAS during the evaluation phase. The
number of evaluated episodes is set to 1000 for each policy.
We report the win rate as results for all tasks, where the win
rate is the percentage of won episodes. All results are averaged
over five random seeds.

2) Environments: We consider two environments, predator
prey (PP) [20] and traffic junction (TJ) [10], for our analysis
and experiments. These two environments have been widely
adopted to evaluate the effectiveness of communication mech-
anisms in CMARL.

a) Predator Prey (PP): In the PP [20] environment, N
predators (agents) try to reach a stationary prey on a U x U
grid. The goal of agents is to reach the prey. The predators
have a limited vision v. When v = 0, agents only know their
own current locations. Each predator has five available actions:
Up, Down, Left, Right, and Stay. When a predator reaches
the prey, the predator will stay in the position of the prey
until the episode ends at the maximum episode step 7. The
total reward of the team at each timestep ¢ can be written as:
T = ﬁ Z:’z 1 Oiexplore + (1 = 6)n:Fprey, Where 0; denotes whether
agent i has reached the prey or not and n, is the number of
agents reached any prey at timestep 7. Fexplore = —0.05 is a
negative timestep reward to prevent agents from being lazy,
and rpey = 0.05 is a positive reward when an agent reaches
the prey. We choose four tasks in this environment, including
PP-2, PP-3, PP-7, and PP-10. The configurations of these tasks
are shown in Table 1.

B) Traffic Junction (TJ): In the TJ [10] environment, N
agents (cars) enter and cross junctions in a U x U grid, where

'CommNet, TarMAC, and NDQ all adopt parameter sharing, as proposed
in their original papers, to accelerate the training process.
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TABLE I

CONFIGURATIONS OF DIFFERENT TASKS ON THE
TRAFFIC JUNCTION ENVIRONMENT

Tasks TJ-5 TJ-10
Number of agents N 5 10
Dimension of grid U 7 14
Vision v 3 3
Maximum episode step T’ 20 40
Phirive start: 0.1  start: 0.05
end: 0.3 end: 0.2
Type of roads 1-way 2-way
Number of possible arrival points 2 4
The Car has 3 possible
* | routes.
s =~ PR
& The car is exiting.
New car arrives.

Fig. 4. A snapshot of the TJ-10 task.

each agent has a limited vision v. The goal of agents is to pass
the junction without any collision. With a probability p,yive, all
cars enter a junction from one of the E possible entry points.
Following [20], we also utilize curriculum learning [55] to
make the training process easier. The pagive 1S kept at the start
value till the first 12.5% of total training timesteps and is
then linearly increased till the end value during the course
from 12.5% to 62.5% of total training timesteps. At each
timestep, each car in the grid has two available actions: Gas
and Brake. Once a car reaches the edge of the grid, the car will
be removed from the grid. The total reward of the team at each
timestep ¢ can be written as: 7; = ¢;feon + Zl'-’;l t;irime. Here,
¢, is the number of car collisions at timestep #, reon = —10 is
the penalty reward when two cars collide, n, is the number
of cars present, #; is the time spent by car i in the grid,
and rgme = —0.01 is a negative timestep reward. We use
two tasks in this environment, including TJ-5 and TJ-10.
The configurations of these two tasks are shown in Table II.
Figure 4 shows a snapshot of the TJ-10 task.

3) Baselines: To the best of our knowledge, there exists
only one work for studying attacks on communication in
CMARL, which proposes a black-box attack called model-
based message attack (MA) [23]. Please note that our work,
VSAA, is the first grey-box attack method on communication
in CMARL. Besides MA, we design two other black-box
attack methods as baselines: random message attack (RA) and
outdated message attack (OA). These two black-box attacks
have a large possibility of occurring in communication in
the real world. We also design a white-box attack method
(WA), in which the attacker can access all agents’ models
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Win Rate (%)
Win Rate (%)

20

w/oA RA  OA MA WA VSAA

(@) £oo-norm

w/oA RA OA MA WA VSAA

(b) ¢1-norm

Win Rate (%)

20

w/oA RA OA MA WA VSAA

(€) £3-norm

Fig. 5. Results of CommNet with different attack methods on the PP-2 task. The results are summarized over five random seeds. ‘w/o A’ denotes ‘without

attack’. Here, €., = 0.3, ¢, = 0.1, & = 0.3, and b = 1.

and all agents’ interactive data from the environment. Please
note that WA is a special case of our grey-box attack method
when the attacker can access all agents’ models and all
agents’ interactive data from the environment. Although WA is
impractical in the real world, WA reflects the upper bound of
the attack capability. Here, we take the malicious agent i € B
as an example to introduce how the adversarial communication
message generated by these four attack methods at timestep z.

e RA: RA is a common method to generate perturbations.
At timestep f, malicious agent i € B uses a random

vector as the perturbation fﬁi)’RA on true communication
message mgi). Here, each element of §fi)’RA is sampled
from a univariate Gaussian distribution with mean 0 and
variance 1.

e OA: OA usually occurs when the communication
is delayed, which might degrade the performance
of the MAS. At timestep ¢, malicious agent i € BB uses the
communication mﬁ’_)l to generate the perturbation of the
current communication mgi). Formally, the perturbation on
communication mﬁi) is defined as f;'l)’OA = mg?l

e MA: MA [23] generates malicious messages by learning
an adversarial policy model. The adversarial policy model
is trained to generate the perturbation by minimizing
the negative team reward. We adopt PPO [56] to train
the adversarial policy with 200K timesteps. For training
details, we follow the original paper [23]. Malicious agent
i € B uses the learned adversarial policy to generate a
perturbation §fi)’MA at timestep t. Please note that MA
needs all agents’ interactive data with the environment,
which is not practical in the real world.

e WA: WA is a special case of our grey-box attack method,
where the attacker who controls malicious agent i € B has
access to all agents’ models and interactive data with the
environment. We introduce a new cost function, defined
as follows:

—i i —i =%, o*
Glo; ,m”, m; a;"*;0",)

- _ Z log 7TH"; (aﬁj)’*loij), m(i), ’nt—j\[i})7

je—i

(14)

where a* = argmaxaﬂg;(aw;’),mt_’), and a;”* =

{a¥"|j € —i}. We still use FGSM [39] as the tech-
nique for crafting adversarial examples. At timestep f,

by minimizing and linearizing G(o;", m?, m;", a;"*; 0",),

the perturbation around mg') is defined as follows:

0G (o', m", m;", a;""; 6" )
Om®

P = (15)
mO=m®

Please note that WA is an ideal case of VSAA, so it can
reflect the upper bound of the VSAA’s attack capability.
However, WA is inapplicable in the realistic case.

When the perturbation §,(i) around mﬁi) is generated by one
of the above attack methods, we also use different norms
to generate the adversarial communication messages similar
to (11)—(13). Please note that the difference is using §,(i) to
replace nﬁ“ in (11)—(13). Malicious agent i € B then sends the

adversarial communication message mﬁ” to other agents.

B. Didactic Example

In this section, we use the PP-2 task to illustrate how VSAA,
under different norms, degrades the performance of the MAS
when the MAS has been deployed with the pre-trained policies
by CommNet. PP-2 consists of two homogeneous agents,
namely agent 1 and agent 2. Without loss of generality, we
assume that agent 1 is malicious. The results of all attack
methods under different norms are shown in Figure 5, where
€& = 03, ¢ = 0.1, & = 03 and b = 1. The attack
effect of these three black-box attack methods is limited,
especially under {-norm and £,-norm. Although WA does
exhibit a significant reduction in the win rate of the MAS,
WA is impractical in real-world scenarios. We can find that
our method, VSAA, can decrease the win rate of the MAS
on the PP-2 task under all norms. This verifies that VSAA
is an effective attack method on communication in CMARL.
In the following content of this subsection, we compare the
episodes, policies, and messages under two conditions: one
with the VSAA method and one without the VSAA method.
Unless otherwise specified, we focus on {-norm.

1) Comparing Episodes With and Without VSAA: Figure 6a
and Figure 6b respectively show the episode with VSAA
(denoted by Tysaa) and the episode without attack (denoted
by 7) starting from the same initial state. In Tysaa, the
actions of malicious agent 1 remain unchanged compared
to 7. However, agent 2 takes actions that make itself deviate
from all optimal paths, since agent 2 utilizes adversarial
communication messages {ﬁ1§1)|t =1,...,10}. Figure 6b shows
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(a) VSAA

(b) w/o Attack

@ ° [ [ [ ®
] [ [ [ ] a
) °
[
[ Prey [ Prey
|- |- ® Agentl L L 2 Agentl
- Agent2 2 Agent2

Fig. 6. (a) Behaviors of agents when malicious agent 1 sends adversarial communication messages crafted by VSAA. The lighter icon represents the more

recent agent position. (b) Behaviors of agents when there are no malicious agents. The lighter icon represents the more recent agent position.

° w/o Attack Up | Right | Down | Left | Stay ! o M
= A7y ((l\o,(l)’ 1) 6.92¢-9]9.99e-1| 1.36e-7] 2.19¢-9 | 1.69¢-7 ) } * * * :1
2705 (alof?,m{)| 1.12¢-9| 3.68¢-9] 9.99¢-1|3.92¢-5| 4.19¢-6 * ‘ -
0 X X ®
w/ VSAA Up Right | Down | Left Stay * *
- ;. irezm | e a\oj m)[6.92¢-9]9.99¢-1] 1.36¢-7|2.19¢-9| 1.69¢-7 s ;§ e
@ | ; Agemz 2 703 (aloS?, V)| 1.45¢-5 1.50e-9 | 7.22e-4 |9.99¢-1 | 1.39¢-5 s - L
(a) (b) (c)
Fig. 7. (a) State s3. (b) Comparing {my- (alo(l) gz)),ngg(alogz),m;))} and {ﬂ'g* (aloé”,m3 )) g (alo(z) ~gl))} at state s3 on the PP-2 task. (¢) The first two
principal components of all messages {m,'),rhgl) Ez)lt =1,...,10} computed by PCA in the episode Tysaa. The points in the red box are m(l) and m(])

one of the optimal paths for agent 2. We can find that in we aggregate the candldate perturbation and get n(]) =

Figure 6a, even when agent 2 is close enough to the prey, [-1.0,-1.0,...,—1.0,...]. Based on (11), we can get that:
it fails to reach the prey until the episode ends. Comparing

episodes with and without VSAA demonstrates that the mali- ) W n

cious agent can still masquerade as a regular agent (Criteria 3) fiiy” = my” + €xosign(iys )

when it uses VSAA. =[-0.7454,-0.8428, . ..,0.3381, .. ]
2) Comparing Policies With and Without VSAA: In +03x[-1.0,-1.0,...,-1.0,...]
Figure 7b, we show the specific value of agents’ policies = [~1.0454, ~1.1428.....0.0381. .. .

with and without VSAA at the state s3, which is chosen from
Tysaa and shown in Figure 7a When malicious agent 1 sends
the adversarial message m3 generated by VSAA to agent

2, the optimal action of agent 2 is changed from Down to 77(]) = 77(31 2 =10.0,0.0,...,128.0,...].
Left. However, at the current state, the action Left has no
contribution to reach the prey for agent 2. Furthermore, the Based on (12), we have:
malicious agent 1’s policy is the same for cases with and = (1) _ (1)
. . . . m; +eD- € oy
without VSAA, demonstrating that VSAA satisfies Criteria 3. i
To illustrate the process of generating the adversarial com- =[-0.7454,-0.8428, ...,0.3381, .. ]
munication message, we use ﬁzg) at state s; under different + 0.1 x 128 x [0.0,0.0,...,1.0,...]
norms fgr VSAA as a d.idac.:tlc example. lfl(;r tbe mali.cious = [-0.7454, -0.8428, ..., 13.1381,.. ].
agent 1, its true communication message my ', with a dimen-
sion of D = 128, is [-0.7454,-0.8428,...,0.3381,...]. For e {>-norm: Based on (9) and (10), we have:
clarity, all values are rounded to four decimal places. We only 0 _ (1 )
present portions of the m spec1ﬁcally the first two dimen- UE =[-0.1461,-0.3443, .., -3.2992, ...].
sions and the 37-th d1mens1on, where f(grad, ,;) = 37. Based
2 Based 13), have:
on (7), we get grad, , = [~0.0001,-0.0002, .., —0.0023,...]. ased on (13), we have
Please note that €, = 0.3, ¢ = 0.1, and & = 0.3. The W (1) 1)
. . . L ) = te \/_
detailed generation of the adversarial communication message 3 2 1 )
) lIm5 1l
under different norms is as follows: (07454, —0.8428 0.3381
e (,-norm: Based on (6), we get the candidate perturba- = [-0. T e ool
tion? 7{"? = [~1.0,-1.0,...,~1.0,...]. Based on (10), +0.3 x V128
P s g . x [-0.0129, -0.0304, . ..,—-0.2916, .. .]
In this didactic example, the MAS has only two (n = 2) agents, resulting
in one (n — 1) candidate perturbation. =[-0.7893,-0.9461,...,-0.6516,...].

e (| -norm: Based on (8) and (10), we have:
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TABLE III
RESULTS OF ALL ATTACK METHODS ON COMMNET. EACH ATTACK METHOD IS REPORTED WITH MEAN £ STANDARD DEVIATION,
WHICH 1S SUMMARIZED OVER FIVE RANDOM RUNS. ‘W/0’ DENOTES ‘WITHOUT’. BOLDFACE NUMBERS INDICATE THE BEST
RESULTS AMONG ALL METHODS EXCEPT WA
- Win-Rate (%)
Task (b) | Norm Type | € w/o Attack RA OA MA WA VSAA
f~o-norm 0.3 95.73 +5.09 93.71 £4.37 89.80 4+ 0.80 61.50 4+ 6.05 70.79 £ 7.18
PP-3 (1) #1-norm 0.1 97.57 £3.79 82.77+4.74 75.91 + 14.61 72.14 +£1.72 22.96 £+ 3.93 26.30 £ 5.11
£2-norm 0.3 95.55 £ 4.65 92.34 £5.41 89.34 £1.13 42.77 £ 6.40 50.71 + 8.22
{ oo-norm 0.3 99.77 £0.18 99.59 +£0.21 98.31 £2.09 69.08 £ 5.1 91.33 £+ 3.27
PP-7 (3) £1-norm 0.1 99.83 £0.19 95.144+1.11 96.31 £ 3.66 65.54 £+ 27.18 8.25 +4.35 41.22 4 18.46
fo-norm 0.3 99.78 £0.12 99.59 + 0.54 99.69 £ 0.38 33.08 £ 6.89 77.67 +8.77
{50 -norm 0.3 99.40 £ 1.00 99.11 £1.03 97.85 £+ 2.09 72.01 £8.09 93.34 +4.37
PP-10 (4) £1-norm 0.1 99.50 £0.75  95.95 4+ 3.33 96.95 £+ 2.95 68.46 4+ 28.94 2.47£0.94 35.61 + 8.02
f2-norm 0.3 99.36 £+ 1.02 99.20 £ 1.29 96.00 +4.70 22.74 +5.30 80.86 + 7.01
f~o-norm 0.3 99.07 £ 1.28 98.10 £ 1.53 98.92 4+ 1.62 65.61 +6.34 88.97 £ 1.97
TI-5 (2) £1-norm 0.1 99.38 £1.00 89.01 4 2.56 93.49 +£1.93 97.88 £1.34 56.13+9.64 66.53 4+ 10.63
£2-norm 0.3 98.84 £1.19 97.97 £ 0.87 99.02 £+ 1.14 74.68 £ 5.57 75.08 + 7.63
{ oo-norm 0.3 89.17 £ 4.62 86.70 £+ 6.26 89.23 £ 5.88 21.30 £2.54 67.17 £+ 3.33
TJ-10 (4) £1-norm 0.1 89.77 £4.62  70.05 4 7.43 74.64 £+ 6.26 77.54 +£9.13 5.03 £2.90 20.00 £+ 11.37
f2-norm 0.3 88.39 £ 5.53 85.25 £ 5.35 88.31 £5.27 14.09 +£2.38 50.06 &= 10.61
TABLE IV
RESULTS OF ALL ATTACK METHODS ON TARMAC. EACH ATTACK METHOD IS REPORTED WITH MEAN + STANDARD DEVIATION,
WHICH IS SUMMARIZED OVER FIVE RANDOM RUNS. ‘W/0’ DENOTES ‘WITHOUT’. BOLDFACE NUMBERS INDICATE BEST
RESULTS AMONG ALL METHODS EXCEPT WA
- Win-Rate (%)
Task (b) | Norm Type | e wlo Attack RA OA MA WA VSAA
£ oo-norm 0.3 89.29 £+ 5.61 93.21 + 6.96 92.96 + 4.48 48.27 +4.89 61.60 £ 6.00
PP-3 (1) £1-norm 0.1 97.54 + 1.40 73.75 + 6.80 85.00 + 3.87 82.00 + 15.65 29.96 4+ 3.59 38.42 4 10.09
£2-norm 0.3 88.90 4+ 5.27 95.85 + 2.22 92.80 + 6.97 38.38 +4.02 40.56 + 3.75
£ s0-norm 0.3 98.57 + 1.56 93.71 £ 5.54 99.40 £ 0.21 67.14 £+ 8.81 77.43 £+ 6.29
PP-7 (3) £1-norm 0.1 99.84 +0.15 91.14 £ 2.77 90.86 + 4.10 92.12 + 6.95 40.00 +13.31  44.00 + 12.89
£o-norm 0.3 99.14 +1.14 91.43 +5.19 99.56 + 0.08 53.71 4+ 6.86 64.57 +9.71
£ oo-norm 0.3 96.73 £4.23  89.62 4+ 12.32 96.72 + 4.75 56.20 = 12.96 65.79 = 11.21
PP-10 (4) £1-norm 0.1 96.77 4+ 4.88 74.46 +£9.59  78.93 + 13.52 92.08 +9.23 23.37 £ 5.72 23.54 £+ 4.32
£2-norm 0.3 96.50 + 4.71 91.82 + 8.33 96.56 + 4.57 39.23 +9.34 45.86 + 9.82
£ 5o -norm 0.3 99.88 + 0.15 99.52 + 0.77 99.92 + 0.16 72.16 & 15.59 92.14 £ 5.98
TI-5 (2) £1-norm 0.1 99.98 4+ 0.04 92.52 +5.20 96.36 + 3.39 99.78 + 0.19 40.56 +19.58 61.18 + 18.90
£o-norm 0.3 99.72 + 0.31 99.48 +0.94 99.96 + 0.08 64.36 £17.91 82.26 +11.42
£ oo-norm 0.3 83.43 +8.27 78.25 + 7.69 84.84 + 8.12 15.29 +10.95 53.71 £ 18.45
TIJ-10 (4) £1-norm 0.1 85.07 £ 7.41 35.52 4 16.3 41.66 = 7.06 79.04 + 8.14 3.80 + 3.50 12.20 £+ 13.40
{2-norm 0.3 83.23 £ 7.52 75.09 4+ 8.47 83.60 + 8.00 9.93 + 8.97 37.39 £ 23.66

3) Comparing Communication Messages With and Without
VSAA: Figure 7c shows the first two principal components
of all communication messages {mﬁl),ﬁél),mgz) }tlfl N TysaaA
calculated by principal component analysis (PCA). The adver-
sarial communication messages {ﬁzﬁl)lt = 1,...,10} are still
close to the true communication messages {mgl)lt =1,...,10}
In particular, the red box in Figure 7c highlights the communi-
cation messages m(;) and ﬁigl) at state s3 (shown in Figure 7a).
These communication messages are visually similar, but the
adversarial communication message ﬁ’lgl) generated by VSAA
successfully misleads agent 2 to take a non-optimal action.
This observation demonstrates that the adversarial communi-
cation messages generated by VSAA are both imperceptible
and effective in influencing the agent’s behavior, which meets

Criterion 2.

C. Results

In this section, we summarize the results of CMARL
methods under different attack methods, which are shown in

Table III, Table IV and Table V 3. The number of malicious
agents b is set to [51, where n represents the total number
of agents in the MAS. The specific values of b for each
task are shown in Table III, Table IV and Table V. We
can find that in the PP and TJ environments, VSAA always
surpasses other attack methods, with the exception of the
white-box method which is actually an unrealistic case. VSAA
exhibits superior performance in degrading the effectiveness
of all CMARL methods, regardless of the chosen norm for
measuring perturbation. Hence, VSAA is an effective attack
method on communication in CMARL.

D. Influencing Factors

In this section, we explore the influence of parameter
sharing and communication dependency on the effectiveness

30n the PP-10 task, we observed that for NDQ [2], the performance when
using VDN [1] as its network structure is better than that using QMIX [54].
Therefore, we choose VDN as the network structure for NDQ on the PP-10
task.
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TABLE V

RESULTS OF ALL ATTACK METHODS ON NDQ. EACH ATTACK METHOD IS REPORTED WITH MEAN + STANDARD DEVIATION, WHICH IS
SUMMARIZED OVER FIVE RANDOM RUNS. ‘W/0’ DENOTES ‘WITHOUT’ AND ¢ = ||m||co.. BOLDFACE NUMBERS INDICATE BEST
RESULTS AMONG ALL METHODS EXCEPT WA

Win-Rate (%)
Task (b) | Norm Type | € wlo Attack RA OA MA WA VSAA
Too-norm | 0.5¢ 79.35 £ 4.85 93.61+£4.25 87.02+2.76  44.90 £ 4.10 76.85 L 4.2
PP-3 (1) fi-norm | O.lc | 95.71+1.92  93.25+3.05 95024251 90.6943.89 90.52 + 3.53 93.75 4 2.67
fo-norm | 0.5¢ 78.65+4.88  88.814+4.47  85.15+4.11 4315+ 54  64.86 & 7.66
Too-norm | 0.1c 60.65 £3.95 7424+5.77 6495+239 62.64+336 64.65F5.22
PP-7 (3) fi-norm | O.lc | 71.67+6.48  69.24+4.94 72.43+4.30 64.55+3.51  61.18+6.81  62.50 & 6.39
fo-norm | 0.1c 69.934+2.31 74.44+4.92 65.354+1.08 60.90 + 4.47 66.53 & 5.03
Zoo-norm | 0.1c 72.08+4.55 7444+598 7089 F2.39  64.31F3.08 68.61F5.87
PP-10 (4) | fi-norm | O.lc | 72.01 £6.30  70.62+6.28 72.57+6.58 70.30+5.77  44.17+4.67  62.78 &+ 9.07
fo-norm | 0.1c 72.15+5.05 76.884+5.17  70.69+4.50  60.21+4.96  65.97 &+ 7.22
7oo-norm 2¢ 8250 £ 13.68 04.03£3.60 86.73 F11.28 42.5F30.87 85.42 £ 9.9
TJ-5 (2) £1-norm c 98.26 £2.63  91.04+7.00 89.79+£7.97 90.10+9.80  48.75+35.16 87.85+ 9.25
£5-norm 2 81.94411.84 85.49+9.99 83.96+15.36 47.154+29.20 81.94411.84
7oo-norm 2c 8743+ 6.60 9778 056 86.73 F11.28 20.35+16.13 85.07 £ 7.28
TI-10 4) | ¢1-norm c 99.10 £0.47  90.97 £5.27 93.75+£3.20 90.10+9.80 29.17+18.17  88.68 £ 9.02
£o-norm 2 84.104+7.30 89.24+4.88 83.96+15.36 47.71+31.72 83.68 &+ 11.78
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Fig. 8. Results of VSAA on the TJ-5 task when malicious agents and regular agents are deployed by different models separately. These models are trained
by CommNet with different seeds separately. € is set to 0.3. The number of malicious agents is chosen from {1,2}. (a) b = 1. (b) b = 2. Here, ‘w/o A’

denotes ‘without attack.’
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b

Fig. 9. Results of VSAA on the TJ-5 and TJ-5-VisionO tasks when the number
of malicious agents b is chosen from {0, 1,2, 3,4, 5}. The x-axis is the number
of malicious agents b.

of our VSAA method. We utilize CommNet on the TJ-5 task
as our test environment and {-norm for illustration. We aim
to understand whether these factors influence the performance
and robustness of VSAA.

1) Influence of Parameter Sharing: We conduct an experi-
ment to investigate the influence of parameter sharing. Here,
we assume that the model parameters between regular and

malicious agents are different, indicating that the malicious
agents do not have access to the model parameters of regular
agents. Please note that model parameters are still shared
among malicious agents, as they are among regular agents.
Malicious agents and regular agents only share the model
architecture. We simply deploy different model parameters
trained by different seeds for malicious agents and regular
agents. Figure 8 illustrates the performance of the MAS
without any attack, the performance under our VSAA method,
and the performance under other attack methods. We observe
that even when we relax the assumption about parameter
sharing, VSAA remains effective in degrading the perfor-
mance of the MAS. This finding illustrates the effectiveness
of VSAA as an attack method when malicious agents and
regular agents only share the model architecture. This finding
also demonstrates that VSAA is not restricted by parameter
sharing.

2) Influence of Communication Dependency: Intuitively,
the effect of VSAA might be more significant when agents are
more dependent on the communication message. To illustrate
the influence of communication dependency on VSAA, we
reduce the agent’s vision range to O in the TJ-5 task, which
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Fig. 10. Results of VSAA on the TJ-5 task when the magnitude of
perturbations under different norms varies. €., € and & are chosen from
{0.0,0.01,0.05,0.1,0.5,1.0,2.0} and b = 2. (a) Under {-norm. The x-axis is
the value of €. (b) Under £;-norm. The x-axis is the value of €. (c) Under
{>-norm. The x-axis is the value of .

is denoted as TJ-5-VisionO. Please note that the difference
between TJ-5 and TJ-5-VisionO is only the vision range of
agents. A larger vision range implies that agents are less reliant
on communication information, reducing their dependence on
communication messages. When the assistance supplied by
communication messages for agents is small, the influence
of adversarial communication messages for agents might also
be limited. For example, when agents have a global vision,
communication messages are unnecessary for agents, and the
influence of adversarial communication messages might also
be limited. In Figure 9, we compare the results of VSAA on
TJ-5 and TJ-5-VisionQ with different b. Here, € is set to 0.3.

4691
99.95 9991 99.83 99.86
100 315
~ 80 60.2
=
£
£ 60
8
=
40
20
wioA RA OA MA WA VSAA
Fig. 11. Results of all attack methods on the TJ-5 task under AME defense

mechanism.

We can find that VSAA performs better on TJ-5-Vision0
compared to TJ-5. This is because agents in TJ-5-Vision0
exhibit a higher dependency on communication messages.
This observation highlights that the effect of VSAA is more
significant when the agent relies more on communication.

E. Sensitivity Analysis of Hyper-Parameters

In our method, the hyper-parameters include the number
of malicious agents and the magnitude of perturbations under
different norms. In this section, we still utilize CommNet on
the TJ-5 task as our test environment and focus on {-norm
except when investigating the magnitude of perturbations.

1) Number of Malicious Agents: Figure 9 summarizes the
results of CommNet under our method, VSAA, with varying
values of b. Here, b is chosen from {0,1,2,3,4,5} and €.
is fixed at 0.3. We can find that, with the increase in the
number of malicious agents b, the performance of CommNet
decreases. This is intuitively reasonable because more attack-
ers can increase the strength of VSAA.

2) Magnitude of Perturbations: €., € and e represent
the perturbation magnitude of communication messages under
{w-norm, ¢;-norm and {>-norm, respectively. When € =
0.0, there are no perturbed communication messages.
Figure 10 shows the results of VSAA with different
magnitudes of perturbations. Here, € is chosen from
{0.0,0.01,0.05,0.1,0.5,1.0,2.0} and b is fixed to 2. As we
expected, a larger perturbation magnitude of communication
messages can increase the strength of VSAA.

F. Results Under Defense

As discussed in Section II-C, AME [36] is a feasible defense
method under grey-box attacks. Hence, to further illustrate the
effectiveness of VSAA, we evaluate all attack methods on the
TJ-5 task under AME. For a fair comparison, we set all attack
methods with € = 1.0 and » = 2. In Figure 11, we can find
that even under AME, VSAA is still the most effective attack
method on communication among all attack methods.

VI. CONCLUSION

In this paper, we have proposed a novel and effective grey-
box attack method, called VSAA, to make regular agents take
non-optimal actions by sending adversarial communication
messages. VSAA is the first grey-box attack method on
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communication in CMARL. Experimental results on multiple
tasks show that VSAA can effectively degrade the performance
of MAS. The findings of this paper will make researchers
aware of grey-box attacks in CMARL.

In future work on potential defense mechanisms against the
proposed attack, introducing the MR defense mechanism at a
higher level in each agent might be a possible defense against
the proposed attack. This high-level defense mechanism can
prevent malicious agents from knowing whether the message
has been reconstructed and further improve the ability to resist
adversarial attacks. Furthermore, reducing the similarity of
different agents, especially the similarity of the model’s archi-
tecture among different agents in the MAS, might strengthen
the ability to resist the proposed attack. These strategies offer
promising directions for enhancing the robustness of the MAS
against adversarial attacks on communication.
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